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In an era of unprecedented and often unexpected technology disruption, applications play 
increasingly central roles within organizations. As strategically valuable business assets, 
applications need services to meet the demands of their users. With our unified services fabric, 
centralized management platform, and catalog of software-defined application services, F5 is 
enabling IT to evolve their data centers to better serve the organizations they support. 
 
F5 Synthesis is an architectural vision designed to address today’s significant application 
development and delivery challenges. Synthesis combines a high-performance services fabric, 
intelligent services orchestration, and simplified business models to enable organizations to 
achieve new economies of scale from both a cost savings and operational perspective. Leaving 
no application behind, F5 Synthesis delivers vital business benefits amidst high-impact trends 
and shifts in technology. 
 
F5’s integrated security solutions provide unmatched intelligence and scalability, both on 
premises and in the cloud, to help organizations guard against zero-day threats, combat 
multilayer web-based attacks, and protect their users from fraud, phishing, pharming, and 
malware threats.  

SYNTHESIS: AN ARCHITECTURAL VISION 

F5 Synthesis 
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F5 Software Defined Application Services (SDAS) is the next-generation model for delivering 
application services. SDAS takes advantage of F5 innovations in scalability models, 
programmability, and an intrinsic decoupling of data and control planes to create a unique 
application service fabric capable of extending the benefits of F5 application delivery services to 
all applications, irrespective of location. 
 
Because F5 application services share a common control plane, the F5 platform, we’ve 
simplified the process of deploying and optimizing application delivery services. With the elastic 
power of SDAS, organizations can rapidly provision application services across the data center 
and into cloud computing environments, reducing the time and costs associated with deploying 
new applications and architectures. 

F5 SOFTWARE DEFINED APPLICATION SERVICES 

Software Defined Application Services 
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Unpredictable and stealthy cyber threats continue to disrupt user 
availability and exploit financial information and intellectual property. 
Applications ‒ along with their users and data ‒ are exposed to 
enormous risk as they travel from device to data center server and 
back again. F5 secures access to applications from anywhere while 
protecting them wherever they reside. Based on an elastic security 
services fabric, F5 helps businesses protect sensitive data and 
intellectual property while minimizing application downtime and 
maximizing end-user productivity. 

F5 Security Solutions: 
Complete Visibility and 
Control at Scale 
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DDoS attacks are rapidly evolving in frequency and unpredictability. The objective is still to 
cause a service outage, but attacks and attackers are becoming more sophisticated. While the 
threat landscape continues to expand, F5 has found that attacks continue to fall within four 
types: volumetric, asymmetric, computational, and vulnerability-based. 
 
Defensive mechanisms have evolved to deal with these different categories, and today’s high-
profile organizations have learned to deploy them in specific arrangements to maximize their 
security posture. By working with these companies and fine-tuning their components, F5 has 
developed a recommended DDoS protection architecture that can accommodate specific data 
center size and industry requirements. 

THE CHALLENGE 

Four Types of Attacks, 
One Common Challenge 
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F5’s DDoS Protection solution protects the fundamental elements of an application (network, 
DNS, SSL, and HTTP) against distributed denial-of-service attacks. Leveraging the intrinsic 
security capabilities of intelligent traffic management and application delivery, F5 protects and 
ensures availability of an organization's network and application infrastructure under the most 
demanding conditions. 
 
F5 Silverline DDoS Protection is a service delivered via the F5 Silverline cloud-based platform 
that provides detection and mitigation to stop even the largest of volumetric DDoS attacks from 
reaching the network. In addition, F5 security experts are available 24/7 to keep businesses 
online during DDoS attacks with comprehensive, multi-layered L3-L7 protection. 
 
The Silverline DDoS Protection service complements F5’s on-premises DDoS Protection 
solutions to protect organizations against the full spectrum of modern attacks. This end-to-end 
solution detects and mitigates mid-volume, SSL, or application-targeted attacks. 

THE SOLUTION 



Securing the organization and its customers against an evolving range of online fraud, is a 
requirement in today’s market. Financial institutions have the most high-profile, high-value 
assets on the Internet: millions of bank accounts. The global nature of the Internet means that 
these assets attract ambitious attackers all around the world. 
 
Broadly known as fraud, these online criminal activities are a constant and persistent reality for 
the banking industry. To effectively combat the perils of fraud, companies that offer financial 
services over the Internet must defend their businesses with a combination of security 
technologies.  

THE CHALLENGE 
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Designed specifically to meet the challenges facing online banking, F5's WebSafe web fraud 
protection solution defends against a full range of threats ‒ including man-in-the-browser attacks 
and man-in-the-phone attacks, as well as evolving threats ‒ to help financial organizations 
reduce loss and exposure. 
 
With WebSafe, organizations dramatically reduce fraud loss and retain the most important asset 
in business: customer confidence. The WebSafe solution provides both the breadth and depth 
of coverage companies need to gain a full defense against asset loss due to fraud. 
 
A service integrating with mobile apps, MobileSafe detects malware and jailbroken devices, 
protects against man-in-the-middle, keyloggers, and fraudulent applications, and ensures 
information is rendered useless to attackers. 
 
Organizations can gain unparalleled intelligence from F5's Security Operations Center (SOC) 
where teams of researchers and analysts discover and investigate new global attacks, analyze 
malware, notify administrators of threats, and shut down phishing proxies. 

THE SOLUTION 



In most organizations, firewalls are the first line of defense for web and application services. The 
firewall is, and has been, the primary foundation around which conventional network security 
architectures are built. But the conventional firewall is beginning to show its limitations in 
detecting and repelling modern attacks. 
 
Increasingly diverse attacks targeted at the application or network layers are causing failures of 
these stateful and often expensive firewalls, and the number of such attacks is growing. As a 
result, traditional firewall services alone are insufficient for detecting attacks and subsequently 
preventing business disruption. 

THE CHALLENGE 
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Securing the Data Center, 
Protecting Applications, 
Defending the Network 
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Addressing the needs of evolving data centers with a security model optimized for integration 
with today’s network architecture, Advanced Firewall Manager (AFM) brings together security 
and deep application fluency to provide application-centric security at the network level. The 
unique design oriented around applications ensures the effectiveness of application deployment, 
simplifies access control policy assurance, and protects servers and the data center 
infrastructure from the most aggressive DDoS attacks. 
 
AFM is the core of the Application Delivery Firewall (ADF) solution, which combines the network 
firewall with DDoS protection, traffic management, application security, access management, 
and DNS security to enhance security capabilities and eliminate the need for single point 
products. By integrating these core data center features, ADF reduces management complexity 
and overhead and is ideal for protecting internet-facing data centers where ever they reside. 

THE SOLUTION 



With the continued growth of web application traffic, an increasing amount of sensitive data is 
exposed to potential theft, security vulnerabilities, and multi-layer attacks. Organizations need to 
protect their reputation by maintaining the confidentiality, availability, and performance of the 
applications that are critical to their business. 
 
Keeping up to date on the large amount of security attacks and protection measures can be a 
challenge for administrators and security teams. Information overload and increasingly 
sophisticated attacks add to the difficulty. 

THE CHALLENGE 
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Application Security Manager (ASM) is the most flexible web application firewall that secures 
web applications in traditional, virtual, and private cloud environments. ASM provides 
unmatched protection that helps secure applications against unknown vulnerabilities and 
enables compliance with key regulatory mandates, all on a platform that consolidates 
application delivery with a data center firewall solution. 
 
ASM protects applications businesses rely on with comprehensive, policy-based web application 
security that blocks attacks and scales to ensure performance. ASM secures all data center 
applications against OWASP top 10 threats and zero-days attacks. 
 
ASM integrates with a range of vulnerability scanners from third-party vendors to provide the 
most advanced application assessment and threat protection. This combined solution helps 
organizations secure all their applications and save on costly vulnerability repairs. 

THE SOLUTION 



Organizations that move application workloads to the cloud face challenges protecting 
enterprise data. As security attacks across traditional and cloud environments become more 
sophisticated, in-house security teams often struggle to stay up to date on the latest attacks and 
protection measures, and deliver consistent policies and compliance across environments. A 
lack of consistency can result in security vulnerabilities, higher expenses, and a slower 
response to threats and compliance issues. 
 
Organizations must choose between employing specialized IT security teams in-house ‒ 
resulting in higher expenses and increased time to deploy policies ‒ or offloading the complex 
web application firewall policy management and compliance to a service to drive efficiencies. 

THE CHALLENGE 
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Silverline Web Application Firewall (WAF) is a cloud-based service with 24x7x365 support from 
security experts to help organizations protect web applications and data, and enable compliance 
with industry security standards, such as PCI DSS.  
 
Silverline WAF is built on BIG-IP Application Security Manager (ASM), but provided via F5’s 
Silverline cloud-based application services platform and wholly deployed, set up, and managed 
by the highly specialized experts in our Security Operations Center (SOC). This removes the 
complexity of WAF policy management, increases the speed to deploy new policies, and frees 
up internal IT resources and budget for other projects. 
 
Silverline cloud-based application services can be deployed on demand to achieve seamless 
scalability, security, and performance for applications in traditional and cloud environments. By 
combining F5’s on-premises application services with Silverline services, organizations can 
achieve faster response times and unparalleled visibility. 

THE SOLUTION 



Organizations today are exposed to a variety of potentially malicious attacks from rapidly 
changing IP addresses. Inbound and outbound botnet traffic such as DDoS and malware activity 
can penetrate security layers and consume valuable processing power. 

THE CHALLENGE 
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Having the ability to detect and block bad actors before they hit the data center provides a major 
advantage in network protection schemes. By blocking malicious activity at the earliest point, F5 
IP Intelligence Services significantly reduces risk and increases data center efficiency by 
eliminating the efforts spent processing bad traffic. 
 
IP Intelligence incorporates external, intelligent services to enhance automated application 
delivery with better IP intelligence and stronger, context-based security. By identifying IP 
addresses and security categories associated with malicious activity, the IP Intelligence service 
can incorporate dynamic lists of threatening IP addresses into the F5 platform, adding context to 
policy decisions. 

THE SOLUTION 



Application-focused access and identity services are critical to maintaining a positive security 
posture while enabling users to access applications from anywhere at anytime.  
 
Many organizations are realizing the benefits of adopting cloud-based services rather than 
deploying and maintaining in-house solutions. The benefits of these options, however, often 
come at the cost of up-to-the-minute access control and reliable security policy enforcement. 
 
As with internally managed services, Software-as-a-Service (SaaS) providers maintain their own 
identity and access management (IAM) systems for user names, passwords, and access control 
enforcement. This introduces IAM silos and the security management issues that result in 
companies using multiple IAM systems that lack synchronicity or any form of integration. 

THE CHALLENGE 
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With IAM architectures based on full user, application, and network context awareness, F5 
enables single sign-on (SSO) and federation of application access across the data center and 
into the cloud, while maintaining the integrity of data through comprehensive endpoint inspection 
and anti-malware services. 
 
The access federation solution addresses SaaS drawbacks by eliminating the disconnect 
between internally maintained IAM systems and services external to the enterprise, thereby 
delivering consistent security everywhere. The access federation architecture enhances SaaS 
security offerings by eliminating identity silos and complexity, adding multi-factor authentication, 
and delivering device- and location-aware access policy enforcement. 
 
Access Policy Manager (APM) protects public-facing applications by providing policy-based, 
context-aware access to users while consolidating the access infrastructure. APM provides 
secure mobile and remote access to corporate resources ‒ such as Microsoft Exchange, 
SharePoint, and VDI ‒ over all networks and from virtually any device. 

THE SOLUTION 



In today’s workplace, Internet access for employees is non-negotiable. However, opening web 
access to everyone (employees, guests, and more) can lead to significant issues and abuses. 
 
As the line blurs between personal and professional Internet use, unmonitored browsing creates 
unique challenges while exposing the company’s network to significant risk. Failure in outbound 
security ‒ whether it’s a direct financial impact from data loss or the liability or loss of employee 
productivity due to inappropriate use of the Internet ‒ can be very costly to the enterprise. 

THE CHALLENGE 
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F5’s solution to securing corporate web access incorporates advanced Secure Web Gateway 
(SWG) features, including URL filtering and malware threat protection, into a world-class identity 
and access management solution. This solution leverages AAA, end-point inspection, and 
advanced granular access controls to help increase productivity, comply with regulatory, legal, 
and HR policies, and protect the company from advanced malware threats. 
 
F5 Secure Web Gateway Services delivers unmatched insight into and control over inbound and 
outbound web traffic. Paired with Access Policy Manager (APM), SWG empowers organizations 
to take the necessary actions to ensure appropriate web access, and to keep their network and 
applications safe from malicious web-borne threats, while maintaining employee productivity. 
 
Partnering with Websense, F5’s SWG solution addresses the malware, malicious users, and 
advanced persistent threats that continue to pervade networked environments. 

THE SOLUTION 



DNS is the backbone of the Internet. It is also one of the most vulnerable points in enterprise 
networks. DNS failures account for 41 percent of web downtime, so keeping DNS available is 
essential to every business. F5 can help organizations manage DNS's rapid growth and avoid 
outages with end-to-end solutions that increase the speed, availability, scalability, and security 
of their DNS infrastructure. Plus, our solution enables the consolidation of DNS services onto 
fewer devices, which are easier to secure and manage than traditional DNS deployments. 

THE CHALLENGE 
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The F5 Intelligent DNS Scale solution ensures that customers and employees can access 
critical web, application, and database services whenever they need them. Using high-
performance DNS services, Global Traffic Manager (GTM) scales and secures the DNS 
infrastructure during high query volumes and DDoS attacks. It delivers a complete, real-time 
DNSSEC solution that protects against hijacking attacks. GTM enables mitigation of complex 
threats from malware and viruses by blocking access to malicious IP domains. 
 
GTM integrates and utilizes hardware security modules (HSM) from third-party vendors for 
implementation, centralized management, and secure handling of DNSSEC keys, delivering 
lower OpEx, consolidation, and FIPS compliance. In addition, CPU-intensive DNSSEC 
validation computations are offloaded to GTM to ensure rapid responses. F5's solution delivers 
a real-time, signed query response and DNS firewall services for attack protection and enables 
mitigation of complex threats by blocking access to malicious domains. 

THE SOLUTION 



Because of attacks such as POODLE and Heartbleed, there is a renewed awareness about the 
importance of SSL. At the commercial level, SSL enables modern businesses to communicate 
securely with customers and partners. More and more organizations are transforming not just 
their business services, but all communication including outbound, with SSL. 
 
Today SSL is often the only tool standing between an eavesdropper and a target, or a thief and 
a merchant. The stakes around SSL have been upleveled to the limit. Organizations are 
challenged to enhance their overall security posture to protect SSL, the last line of defense for 
communication and commerce. 

THE CHALLENGE 
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SSL is a foundational element of the F5 application delivery platform. F5 provides the essential 
SSL services organizations need to better protect their customers with scalable systems that 
support industry-recommended ciphers, best practices, and forensics.  
 
By terminating all traffic at the strategic point of control in the network, companies can use the 
scalability and agility of the F5 SSL reference architecture to transform and secure their 
applications with SSL. F5 SSL services combine the capabilities to shield customer data from 
spying eyes and strengthen the security position while simplifying the management of the 
encrypted network. 

THE SOLUTION 



A rising number of malicious attacks has made implementing an intrusion prevention system 
(IPS) a top priority for enterprises large and small. An IPS identifies common vulnerabilities and 
exposures, and then mitigates them by dropping the malicious packets or blocking traffic from 
the offending IP address. However, because IPS’s alone lack the processing power they need 
to handle the overwhelming amount of traffic, as well as encrypted traffic, the technology is often 
deployed in a passive detection mode only. 

THE CHALLENGE 

26 

Deploying a Next-Generation 
IPS Infrastructure N

ex
t-G

en
er

at
io

n 
IP

S
 



27 

Enterprises can realize increased efficiency in their IPS infrastructures by offloading SSL 
termination and deploying a high-performance application delivery controller (ADC) such as the 
F5 system to intelligently steer incoming waves of traffic. Also, administrators gain the flexibility 
to add and remove resources when performing maintenance to IPS sensor pools, while the ADC 
seamlessly redirects traffic through available devices. These increased efficiencies allow the 
IPS to focus on mitigating threats and ensure that no application is left unprotected. 
 
Through intelligent traffic management and SSL offloading, the F5 platform works in unison with 
IPS, enabling the infrastructure to identify and mitigate threats to the network. 

THE SOLUTION 



The BIG-IP family of products offers the application intelligence network managers need to 
ensure applications are fast, secure, and available. All BIG-IP products share a common 
underlying architecture which provides unified intelligence, flexibility, and programmability. 
Together, BIG-IP's powerful platforms, advanced modules, and centralized management system 
make up the most comprehensive set of application delivery tools in the industry. 
 
Virtualization is critical realizing the promise of software-defined networking (SDN). With BIG-IP 
Virtual Editions, organizations can achieve the scale, consolidation, and business agility today’s 
application-centric infrastructures demand. With the most flexible deployment options in the 
industry, Virtual Editions provide an agile and efficient way to deploy F5’s SDAS fabric in hybrid, 
virtual, and cloud environments. 
 
BIG-IP appliances and VIPRION platforms are at the heart of great data centers around the 
world. From large service providers to mid-size enterprise companies. F5 hardware provides the 
power necessary to handle processor-intensive tasks such as SSL (decrypting and re-
encrypting secure traffic) and compression, freeing data center servers to focus on delivering 
applications. 

PLATFORMS: ACHIEVING A HYBRID DATA CENTER 

F5 Platforms 
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To make it easier and more affordable to get the capabilities organizations need, F5 offers a 
simplified licensing model: The Good/Better/Best licensing provides flexibility to more easily 
adopt advanced F5 functionality, simplicity to consolidate into fewer common configurations, 
and best value to save up to 65 percent vs buying as individual components. 
 
 
 
 
 
Good:  
Intelligent local traffic management for increased operational efficiency and peak network 
performance of applications. 
 
Better:  
Good plus enhanced network security, global server load balancing, and advanced application 
delivery optimization. 
 
Best:  
Better plus advanced access management and total application security. Best delivers the 
ultimate in security, performance, and availability for applications and network. 

SIMPLIFIED LICENSING: MAXIMIZING THE VALUE 

Simplified Licensing 
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IT requirements change constantly. Whether provisioning new servers or responding to new 
security threats, organizations are constantly optimizing their application infrastructure. This can 
lead to unwanted complexity. F5 BIG-IQ provides an open, programmable, and intelligent 
framework for managing the delivery of application services. 
 
BIG-IQ’s innovative user interface, modular framework, and support for role-based access 
control (RBAC) allows IT organizations to focus on accomplishing required tasks without getting 
lost in a sea of options, features, and functions. BIG-IQ is built on an open set of APIs allowing 
integration into all manner of orchestration systems. Providing central management of the F5 
AFM and ASM security solutions, BIG-IQ Security is home base for network protection. 
 
BIG-IQ is available either in software or on a high performance, hardware appliance. The 
system’s high assurance, cluster-based architecture ensures that it will scale to manage the 
largest and most demanding network environments. 

BIG-IQ: MANAGEMENT AND ORCHESTRATION 

ADN Management 
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About F5 

F5 (NASDAQ: FFIV) provides solutions for an application world. F5 helps 
organisations seamlessly scale cloud, data center, and software defined 
networking (SDN) deployments to successfully deliver applications to 
anyone, anywhere, at any time. F5 solutions broaden the reach of IT 
through an open, extensible framework and a rich partner ecosystem of 
leading technology and data center orchestration vendors. This approach 
lets customers pursue the infrastructure model that best fits their needs 
over time. The world’s largest businesses, service providers, government 
entities, and consumer brands rely on F5 to stay ahead of cloud, security, 
and mobility trends. For more information, go to f5.com. 

F5 Networks, Inc.  401 Elliott Avenue West, Seattle, WA 98119     888-882-4447     www.f5.com 
 
Europe/Middle-East/Africa           Americas                   Asia-Pacific                      Japan 
emeainfo@f5.com                        info@f5.com             apacinfo@f5.com             f5j-info@f5.com 

© 2015 F5 Networks, Inc. All rights reserved. F5, F5 Networks, and the F5 logo are trademarks of F5 Networks, Inc. in the U.S. and in certain other countries. Other F5 trademarks are identified at f5.com.  Any other 
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