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ADVANCED THREAT PROTECTION, SECURITY AND COMPLIANCE

TRIPWIRE SOLUTIONS FOR 
ENDPOINT DETECTION 

AND RESPONSE
PROACTIVE ENDPOINT DEFENSE 

uu In the words of Randy 
Marchany, CISO at Virginia 
Tech: “There are no device 
breach notification laws.” 
With an ever-expanding 
universe of endpoints to 
manage, it’s about protecting 
the information that’s critical 
to your organization – which 
can be anywhere. To secure 
critical information, it’s 
necessary to first secure 
the equipment (physical 
or virtual, on-premises 
or in the cloud) on which 
that information resides 
or is transmitted.u

BEHIND THE CURVE? A MATURITY 
MODEL FOR ENDPOINT SECURITY 
– SANS WHITEPAPER  
BY G. MARK HARDY  
WITH JOHN PESCATORE

We are under siege, and all organizations—big and small, commercial 
and government, local and multinational—are cyberattack targets. The 
Center for Strategic and International Studies estimates the global 
financial losses from cybercrime around $445 billion annually. C-level 
executives and boards of directors are now being held accountable for 
losses resulting from cyberattacks on their business organizations. 

From a technical perspective, the 
cyberthreat landscape continues 
to change significantly in both 
sophistication and scale. Advanced 
threats, targeted attacks and zero-day 
threats are difficult to detect and 
respond to with legacy prevention 
tools. Attackers come in various forms 
and are motivated by cybercrime, 
hacktivism, cyber-espionage or insider 

threat. Also, exploits are being released 
almost immediately after vulnerabilities 
are announced—quite often before 
patches are publicly available. Over 
140 million new, malicious programs 
were unleashed last year alone, bringing 
the total malware count to over 400 
million. A new strategy is needed to 
effectively respond to this emerging 
and rapidly-escalating danger. 



EVERY ENDPOINT IS A TARGET
While effective information security 
relies on a multilayer defense strategy 
with the goal of infrastructure resilience, 
it’s important to recognize that the 
endpoint is the primary target of 
cyberattacks. Unfortunately, the classic 
definition of endpoint—something with 
which a user interacts, such as a desktop, 
laptop, tablet or phone—is insufficient 
for developing a security strategy 
today. This definition must expand 
to include employee-owned devices, 
virtual machines, point-of-sale terminals, 
IoT devices and even servers. In short, 
anything that can be targeted in an 
attack or used as a conduit to a device 
that can be attacked must be included 
in coordinating overall defenses.

Tripwire delivers a proactive endpoint 
defense solution that includes a broad 
range of capabilities that include 
prevention, detection, response and 
prediction. Our solution is ideally 
suited for business-critical endpoints 
(e.g., trading systems, web properties) 
and the infrastructure that supports 
them—virtual infrastructures, 
databases, identity management 
servers and network devices. 

We offer a highly resilient 
cyberthreat protection solution that 
provides significant benefits:

 » Proven real-time endpoint agent-
based system and file integrity 
technology available on the broadest 
range of platforms. It’s already 
trusted and deployed on over a 
million business-critical systems.
 » Integrations across all Tripwire 
products as well as with over 70 
third-party IT and security solutions. 
This helps customers realize a better 
return on investment and automates 
a number of key processes, improving 
overall IT and security effectiveness.
 » Users realize immediate value by 
utilizing over 650 out-of-box profiles 

and scanning/detection/protection 
rules.
 » The unified data capturing, messaging 
and analysis architecture is built for 
scalability and deployment across a 
broad set of IT/OT endpoint assets. 

MIND THE CYBERTHREAT GAP
With the escalating threat landscape, 
it’s critical to be able to quickly detect 
a breach, identify when it happened 
and determine your length of exposure. 
Tripwire® Enterprise helps analyze 
and answer these questions through a 
comprehensive threat lifecycle framework 
that we call the “Cyberthreat Gap.” 

 » The Detection Gap indicates the 
amount of time it takes to discover 
a compromise and identify its 
scope. Industry data tells us most 
organizations do not identify 
their own breaches, and the latest 
Mandiant study reported that the 
average time to detect an advanced 
persistent threat on a corporate 
network is currently 205 days (while 
still high, this is an improvement 
over 229 days the prior year).

 » The Response Gap indicates the 
amount of time it takes to respond, 
contain and limit the damage. A 
recent Ponemon study highlighted that 
it typically takes companies over four 
months (123 days) to resolve a breach. 
 » The Prevention Gap is the amount 
of time takes to protect against 
repeated or similar attacks.

To limit the damage from cyberthreats, 
organizations need to be able to 
answer three key security questions:

 » Have we been breached?
 » How bad is it?
 » How can we avoid a recurrence?

ENDPOINT DETECTION 
AND RESPONSE
Critical endpoints are systems that, if 
compromised, could have significant 
fiscal or operational impact for an 
organization. Examples include 
Internet-facing web properties, financial 
trading systems, SCADA systems, 
payment processing systems, national 
defense infrastructure, and POS 
infrastructure. Effective enterprise 
security should enable defenders to 

uu THE TIME between breach, detection and remediation is a model we call the 
Enterprise Cyberthreat Gap, to illustrate the different phases of this challenge.

THE DETECTION GAP
The amount of time it takes 
to discover a compromise and 
identify its nature. Reports show 
this often takes five to 18 months.

THE RESPONSE GAP
The amount of time it takes to 
identify the full scope of the 
breach and limit its damage. 
Research indicates this typically 
takes over four months. 

THE PREVENTION GAP
The time it takes to implement 
measures to avoid a repeat 
(or similar) attack.

PREVENTION 
GAP

DETECTION 
GAP

RESPONSE
GAP



AIX, HP-UX, CentOS, Debian, Oracle 
Linux, RHEL, SUSE, Solaris, Amazon 
Web Services and Azure deployments.

ENDPOINT BREACH DETECTION 
MULTIPLE METHODS OF 
ADVANCED DETECTION 
Tripwire monitors system state changes 
and correlates these changes with system 
events and application logs. These 
state changes might relate to installed 
software, files on the file system, the 
registry, user privileges, user behavior, 
running processes or open ports.

Tripwire leverages a range of 
detection methods for comprehensive 
endpoint threat detection:

 » IOC Detection—System state 
changes compared to internal 
IOCs or sent to a threat intelli-
gence service for evaluation
 » Anomaly Detection—Changes 
in the system from the known 
good base configuration
 » Behavior Detection—Identifying 
“bad” behavior on the system. 
(e.g., Why did the Apache user 

 » Investigate security incidents
 » Remediate endpoints

TRIPWIRE EDR FOR ADVANCED 
CYBERTHREAT SECURITY
Tripwire is a leading vendor in the 
security and vulnerability management 
market. Through our integrated 
suite, Tripwire solutions discover and 
assess the security state of endpoint 
assets on an organization’s network. 
This enables real-time detection, 
analysis and response. Following are 
several advanced use cases and how 
Tripwire solutions address them.

PROACTIVE ENDPOINT MONITORING 
CONTINUOUS MONITORING OF 
ALL CRITICAL ENDPOINTS 
Tripwire continuously monitors a 
vast array of endpoints and their file 
changes, compares against a baseline 
configuration and determines good 
vs. bad, authorized vs. unauthorized, 
and potentially high-risk changes. 
The endpoints can be located on the 
enterprise network, in the data center 
or in the cloud. They can include 
Windows desktops and servers, OS X, 

identify critical assets, detect and 
assess breaches and security incidents, 
respond to contain any damage, 
remediate and repair the impacted 
endpoints, and prevent the spread of 
further attacks in the enterprise. 

Endpoint security means much more 
than protecting and hardening devices, 
proactively and reactively. To protect 
themselves, organizations need to be 
able to include continuous endpoint 
discovery, monitoring, assessment and 
prioritization to proactively reduce 
endpoint attack surfaces. In addition, 
endpoint security should include solu-
tions that leverage threat, vulnerability 
and intelligence data to better analyze 
and respond to attacks that do get 
through defenses. The endgame is 
proactive defense that improves the 
organization’s overall resilience.

Endpoint Detection and Response 
(EDR) solutions must include the 
following four primary capabilities:

 » Detect security incidents
 » Contain the incident at the endpoint
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ADAPTIVE SECURITY 
EVENT-BASED ADAPTIVE 
MONITORING
Tripwire supports both on-host and 
off-host event triggers for adaptive 
security. For example, Tripwire might 
detect new files created by a user 
that is not normally authorized to 
create them. Tripwire can respond by 
harvesting the files and checking them 
against integrated threat feeds. An 
example of an off-host event that can 
change data collection triggers would 
be Tripwire IP360 determining that a 
host has a remotely exploitable Apache 
vulnerability. In response, Tripwire 
can increase log levels and notify 
an administrator if IOCs matching 
the exploit appear on the host.

functions, including hash search, can 
help determine the scope of a breach 
and identify all endpoints impacted.

PROACTIVE DISCOVERY
CONTINUOUSLY DISCOVER 
AND PROTECT ASSETS 
AND APPLICATIONS
The agentless Tripwire Asset Discovery 
Appliance continuously monitors 
the network to discover all assets 
and applications. Security analysts 
can automatically classify the assets 
or applications based on a known 
set of attributes, scan the assets for 
vulnerabilities, deploy a Tripwire agent, 
and apply the appropriate policy to 
continuously monitor and protect the 
assets. 

start creating files in the system 
directory? Or, why did the Apache 
user start logging in remotely?)
 » Policy Violations—System 
changes made outside of approved 
configuration windows (new software 
installed, new users added, etc.)

PROACTIVE THREAT DEFENSE
RISK-BASED ATTACK 
SURFACE REDUCTION
The Tripwire IP360™ risk matrix provides 
a heat map of vulnerabilities found on 
critical assets, ranked by severity and 
likelihood of exploitation. Based on this 
predictive risk model, a security analyst 
can prioritize defensive measures to 
proactively defend critical assets through 
endpoint hardening or other protective 
controls. Further investigation of specific 
vulnerabilities can be done via Tripwire 
Enterprise. The criticality of the 
system and severity of the vulnerability 
can also be used to proactively 
increase the level of monitoring and 
logging of critical endpoint systems 
using Tripwire Log Center®. 

ADVANCED THREAT DETECTION 
INTEGRATED THREAT 
INTELLIGENCE AUTOMATION
With the industry’s best threat intel-
ligence partner integrations, Tripwire 
helps customers detect, analyze and 
verify zero-day and advanced persis-
tent threats. Changes to systems can 
be automatically compared against 
known IOCs. Suspicious files can be 
automatically uploaded and “deto-
nated” in a sandbox (as provided by 
Check Point, Cisco, Lastline and Palo 
Alto Networks) to identify previously 
unknown malware. For confirmation 
and investigation of security incidents, 
all changes from the known good 
system state can be highlighted, and the 
state of any system can be compared 
to that of another system to clearly 
identify differences in order to quickly 
isolate a compromise. Advanced search 

Tripwire Enterprise has multiple modules based on the 
type of device the module monitors. Major information 
harvested is detailed below. Additionally, Tripwire provides 
an API to harvest any information not on this list. 

ENDPOINT MODULE
uu File change information: ACL, Access, Archive Flag Set, Compressed, Change, Group, 

Growing, Hidden, Offline Flag Set, MD5, Modified, Package Data, Permissions, SHA-1, SHA-
256, SHA-512, Size, Stream Count, System Flag Set, Temp Flag Set, User, Write

uu Registry information: Data Type, Group, MD5, Owner, Package Data, Size, Write

uu Process information: hash, path, change from baseline, etc.

uu Port information: open, new open, new closed, change from baseline, etc.

DATABASE MODULE 
uu Clusters, Database Roles, DML Triggers, Functions, Indices, Libraries, Roles, Schemas 

Stored Procedures, Tables, Users, Views, User-Defined Types, and any other information 
that can be gathered with a standard SQL Query. Information collected varies by database 
provider

VIRTUAL INFRASTRUCTURE MODULE 
uu Auto discovery of new guests created in hypervisor and all changes to guests in hypervisor

NETWORK DEVICE MODULE
uu Configuration changes, status check

DIRECTORY SERVERS MODULE
uu User add, user remove, user change permissions, user change group, etc.



with this asymmetric information 
advantage over cyberattackers.

With Advanced Threat Monitoring, 
Tripwire customers get:

 » Access to a global network of 
leading security technologies 
leveraging a standards-based 
integration—iSIGHT Partners, 
CrowdStrike, and ThreatStream.
 » Support for industry-specific threat 
identification that is suited to your 
environment (e.g., FS-ISAC and 
Soltra for the financial industry).
 » Automated analysis to help you 
prioritize and accelerate detection.
 » Rapid identification of threats so 
you quickly accelerate the time to 
remediate exploits, and continuously 
reduce your attack surface with 
this asymmetric information 
advantage over cyber attackers.

THREAT MONITORING AND 
VERIFICATION BASED ON IOC
LEVERAGE INDUSTRY THREAT 
INTELLIGENCE AND ISAC
Automated threat monitoring 
proactively identifies indicators of 
advanced threats and targeted attacks, 
commonly called IOCs. With Tripwire, 
customers can consume peer and 
community-sourced IOCs (leveraging 
STIX and TAXII standards) as well as 
tailored high-end commercial threat 
intelligence services. These IOCs are 
automatically downloaded to Tripwire 
Enterprise, and an automatic search 
will determine if this indicator has 
been seen before or if it is a new one. 
Tripwire Enterprise will then start 
monitoring for this indicator in all new 
system changes. Customers can now 
continuously reduce their attack surface 

PROACTIVE, 
COMPREHENSIVE, 
CONTINUOUS AND 
MEASURABLE
uuAt the pinnacle level, the 

organization has a model 
security program around 
all its endpoints and user 
endpoints, designed and 
executed to anticipate 
change. It is aligned 
with IT, procurement and 
business risk. It accurately 
identifies and protects all 
critical business processes, 
information and assets 
related to endpoints. Security 
policies are readily available 
on an intranet and all affected 
users are required to read 
relevant policies annually. 
All endpoint security 
infrastructure components 
are monitored continuously, 
initial responses to incidents 
are fully automated and 
security leadership has 
established close coordination 
with Computer Emergency 
Response Teams (CERTs) 
and law enforcement. If 
applicable, the organization 
participates actively with 
the appropriate Information 
Sharing and Analysis Center.

BEHIND THE CURVE? A MATURITY 
MODEL FOR ENDPOINT SECURITY 

TRIPWIRE OFFERS INTEGRATION AND AUTOMATION WITH BUSINESS CONTEXT 

Tripwire offers an integrated suite of solutions to provide enterprise 
detection and response technologies.

uu Tripwire Enterprise: The industry standard in endpoint asset state change detection

uu Tripwire Log Center: Agent and agentless log and event collection, storage and analysis

uu Tripwire IP360: Proactive profiling and vulnerability assessment of all the devices

uu Tripwire Asset Discovery: Proactive scanning and inventory of devices present and added 
to an enterprise network

uu Tripwire Connect: Long-term storage, reporting and visualization of data collected by all 
Tripwire products

In addition, Tripwire has the following integration partnerships:

uu Network firewalls: Palo Alto Networks, Cisco and Check Point

uu Network IPS: Cisco/Sourcefire and Palo Alto Networks

uu Endpoint Protection: Threat intelligence integrations with Lastline, Palo Alto Networks/
WildFire, Cisco/ Threat Grid, Blue Coat, Check Point Threat Emulation, iSIGHT Partners, 
CrowdStrike, Soltra and ThreatStream

Learn more at www.tripwire.com



u  Tripwire is a leading provider of advanced threat, security and compliance solutions that enable enterprises, service provid-
ers and government agencies to confidently detect, prevent and respond to cybersecurity threats. Tripwire solutions are based 
on high-fidelity asset visibility and deep endpoint intelligence combined with business-context, and enable security auto-
mation through enterprise integration. Tripwire’s portfolio of enterprise-class security solutions includes configuration and 
policy management, file integrity monitoring, vulnerability management and log intelligence. Learn more at tripwire.com.  u
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